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Meeting consumer self-serve payment demands

When it comes to borrower payment options, lenders have
a responsibility to offer convenience while still remaining
secure and compliant. After all, if you’re going to lend money
to a borrower for a car, home, or any other needs, you should
provide convenient and secure methods to pay that money
back to you.
Consumers have very high expectations when it comes to the
capabilities that their financial institutions offer. From sleek,
user-friendly online banking platforms to convenient mobile
applications, a lot has changed in the payments industry over
the last decade in response to the consumer’s desire for not
only convenient options, but added value. However, with a
number of high-profile cyber breaches, lenders should not
neglect security for the sake of consumer convenience.
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This ebook will explore the current state of the payments
industry, the shifting membership of financial institutions and
how it is impacting current and future payment technology
demands, and key strategies that lenders can implement
to meet those demands, while still maintaining regulatory
requirements.
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THE CURRENT STATE
OF THE PAYMENTS
INDUSTRY
Shifting Membership
Financial institution membership
is shifting from Baby Boomers to
Millennials, a generation that is highly
mobile and technologically savvy, and unfortunately, many
financial institutions are falling short of delivering the
experience they desire, according to The Financial Brand.
Aside from their sheer numbers, it’s critically important for
lenders to connect with Millennials because when you engage
with them, they increase wallet share by as much as 25%.
Credit union membership in particular continues to grow,
climbing at a rate of more than three times that of other
financial institutions, according to a study by TransUnion®.
The attention placed on mobile and online banking
capabilities will continue to grow.
Check out this blog post to learn ways your financial institution
can attract and retain Millennials.
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Consumers have high
expectations when it comes to the
loan payment options provided by their
lenders. The “old-school” way of making
payments (write a check and snail mail it to
you or stop by a branch to drop it off) will
not suffice, particularly for Millennials. The
bottom line is consumers are busy. They
have jam-packed schedules that include work,
carpools, children, school, and various other
events and activities. Requiring them to take time
out of their schedule to call or write and mail a check
just to make their loan payment is tedious and inconvenient.
Most borrowers prefer to simply log in to an online payment portal
from the convenience of their computer, tablet, or smartphone to
quickly and securely make their loan payments—with the payment
method of their choice—rather than having to take time out of their
day to call or drive to the nearest branch.
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yes...no

?

In addition to meeting consumer demands—which can be
quite tricky considering how fickle consumers can be, not
to mention the fact that “consumers” covers a very broad
audience with different wants and needs—lenders are also
faced with meeting the demands of regulators.
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Meeting
regulator
demands

As you probably know, compliance is an ever-changing
target. It requires a considerable investment—both internal
and external—to ensure technology and employee
resources are up to par. However, it’s necessary to ensure
regulatory requirements are satisfied and sensitive customer
information is secure. Unfortunately, we live in an age
where cybercrime and data breaches are prevalent and
can cost companies millions of dollars and their reputations.
According to the 2016 Association for Financial
Professionals Payments Fraud and Control Survey, 73%
of financial professionals reported that their organizations
experienced actual or attempted payments fraud in 2015.
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Card fraud is expected to
total $183.29 billion
from 2015—2020.

wow

Depending on the types of payments you accept and the
payment channels you make available to your borrowers,
you are required to comply with certain rules and
regulations such as:
PCI DSS—Payment Card Industry Data Security
Standard
This set of requirements is mandated by the
PCI Security Standards Council, which was
founded by major card networks to ensure their
merchants have standards in place to
protect cardholder data and the 		
		network integrity.
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The standards apply to organizations that write their own
proprietary online payment tools to accept card payments,
and consist primarily of six “goals” with corresponding
requirements that promote them.
GOALS

PCI DSS REQUIREMENTS
1. Install and maintain a firewall configuration to protect cardholder data

Build and Maintain a
Secure Network

Protect Cardholder
Data

Maintain a Vulnerability
Management Program

2. Do not use vendor-supplied defaults for system passwords and
other security parameters

3. Protect stored cardholder data
4. Encrypt transmission of cardholder data across open, public networks
5. Use and regularly update anti-virus software or programs
6. Develop and maintain secure systems and applications
7. Restrict access to cardholder data by business need to know

Implement Strong
Access
Control Measures

8. Assign a unique ID to each person with computer access
9. Restrict physical access to cardholder data

Regularly Monitor and
Test Networks

10. Track and monitor all access to network resources and
cardholder data
11. Regularly test security systems and processes

Maintain an Information
Security Policy

12. Maintain a policy that addresses information security
for all personnel

*Source: PCI DSS Quick Reference Guide
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Validating PCI DSS compliance varies based on a
few factors, including the number of transactions you
process per year, but at a minimum, it would
include an annual risk self-assessment and
quarterly PCI scans administered by an
approved vendor.
While PCI compliance is not a federal
requirement, it is mandated in several
states and by many businesses as a
condition of doing business. More
importantly, noncompliance
may result in a data breach
that could devastate your
reputation, draw crippling
fines and audits from service
providers, and potentially lead
to civil litigation.
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BSA/AML—Bank Secrecy Act and
Anti-Money Laundering
In the wake of the War on Crime in the
late 1980s and ‘90s, a new regulatory
agency was created with the intention of
getting to the heart of criminal networks—their
cash. FinCEN, or the Financial Crimes Enforcement Network, is
a branch of the U.S. Department of the Treasury that operates
under the Bank Secrecy Act, PATRIOT Act, and numerous other
anti-money laundering legislations. Under these acts, and
subsequent mandates and guidance, financial institutions are
required to implement controls, testing, training programs, and
staffing arrangements to prevent, identify, and report activity that
is consistent with money laundering.
As with PCI DSS, the compliance requirements vary based on an
institution’s level of risk, but typically involve:
- Implementing a training program and assigning a BSA
compliance officer
 nsure internal controls are in place and test the internal
E
controls for desired result
Reporting certain activity to FinCEN through Currency
Transaction and Suspicious Activity Reports
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NACHA—The Electronic
Payments Association®
The Automated Clearing House
Association (NACHA) governs all
electronic transactions flowing through the
ACH network. The association also plays a
vital role in developing and administering the
ACH network, ensuring it runs safely
and efficiently. While the benefits of
using this network to originate
payments from other
institutions are expansive,
NACHA’s operating rules
require financial institutions
to dedicate significant
resources to ensure
compliance. The rules that
require the heaviest lifting can
be broken down into three stages:
pre-origination authorization, postorigination notice of authorization,
and post-transaction archiving.

13 Meeting consumer self-serve payment demands

Pre-origination: NACHA operating rules require that, in
order to debit an account at another financial institution,
the originator must receive express authorization from that
account’s owner. Because obtaining authorization includes
several specific elements—also spelled out in NACHA’s
operating rules—it is a best practice to develop and
implement consistent scripting when accepting payments by
phone or online.
Post-origination: Directly after the account owner
authorizes a payment, NACHA requires that the originator
issue a written notice confirming the transaction before
it’s submitted into the ACH network. The confirmation is
typically sent via email and can be automated through
certain payment processing software.
 ost-transaction: Even if training and processes are
P
implemented to ensure operational compliance, payment
originators are still required to keep proof of authorization
that shows NACHA compliance was maintained through
all stages of the process for each transaction. NACHA
guidelines dictate that this supporting documentation—
including call recordings, electronic files, etc.—remain
available for a period of no less than six years.
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When it comes
to compliance,
think “inside”
the box.

Historically, financial institutions are experts at managing
risk, operating efficiently, and meeting regulatory
requirements, particularly when compared to some of the
Financial Technology (FinTech) organizations that have
come onto the scene and started vying for a piece of the
consumer financial transaction pie. Use this knowledge and
experience to your advantage. The book, Inside the Box,
discusses how organizations can unlock innovation and
creativity by thinking “inside” the box. Re-evaluate how you
are currently operating and see if you can unlock innovation
by critically assessing if you can eliminate, unify, multiply,
divide, or dynamically alter activities that are
part of your services and products. If you
continue to keep your borrowers’ security
and best interest top of mind, meeting
(or even exceeding) applicable
regulations will be achievable.
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THE SHIFTING
TIDE OF PAYMENT
TECHNOLOGY

Self-Serve Payment
Technology: Tool or Product?
As the industry evolves
and the shift to a younger
consumer base continues,
it’s clear that all businesses,
financial institutions included,
will have to adapt to consumer
needs—and that often means
more demanding expectations—in order to stay competitive.
Faster, more agile payment options—i.e., technology—
should be seen as an extension of an organization’s brand
rather than another tool. Consumers not only want sleek,
user-friendly interfaces and applications, but they also
demand fast—or immediate—payment settlement.
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More than 27% of Millennials admitted that they had never
visited their financial institution’s branch, preferring to
conduct all of their banking transactions independently
via their mobile devices. The fact of the matter is the
convenience, interface, responsiveness, and flexibility
of self-serve payment technology can make or break a
consumer relationship—payment technology is not just a
tool; it’s a product in the eyes of the consumer.
FinTech will clearly have an impact on the financial services
industry. The increased rate of consumer adoption of
financial programs and services offered by non-traditional
financial service providers is a clear indication that these
non-traditional programs could impact the relationship
between traditional lenders and their customers—
specifically their Millennial customers. “Young Millennials
(age 18-21) and Mature Millennials (age 26–30) are the most
open to non-traditional modes of payment. Specifically,
Mature Millennials are more likely to use mobile wallet and
mobile money, while Young Millennials prefer peer-to-peer
payment platforms such as Venmo and alternative payment
providers such as Paypal,” said Jim Marous, Co-Publisher of
The Financial Brand and Publisher of the Digital Banking
Report. It’s clear that as the industry and the consumer
composition continue to evolve, financial institutions
will have to adapt to consumer needs in order to
stay competitive.
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Historically, tech giants have not been held to
the same regulatory standards as traditional
financial institutions. However, they have
begun to catch the eye of Washington
regulators, and in response, major
players in the FinTech game, such as
Apple and Google, are increasing
their lobbying efforts. In addition,
the Office of the Comptroller of
the Currency (OCC) announced on
December 2, 2016, that it will begin to
consider applications for FinTech
companies to become “special purpose national
banks.” According to Thomas J. Curry, Comptroller,
“Finech companies hold great potential to expand
financial inclusion, empower consumers, and help
families and businesses take more control of
their financial matters.” Likewise, this measure will
ensure that these organizations have reasonable chances of
success, appropriate risk management, effective consumer
protection, and strong capital and liquidity.
The progression of FinTech companies toward regulatory
compliance further demonstrates the likelihood that they
will be an ever-increasing threat to credit unions
and banks.
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The Rise
of FinTech

To get a better indication of the magnitude of what’s
going on in the market, let’s explore the dollars that are
being invested in this industry. Global Fintech investment
grew 67% year-over-year as of first quarter 2016. This
figure is certainly stunning; however, what should be
more concerning to financial institutions is the consumer’s
receptiveness to using technology to perform financial
transactions that have historically been trusted to traditional
financial institutions. Venture capitalists and angel investors
clearly recognize this consumer trend and have invested
heavily to eager FinTech startups. By 2020, this figure is
expected to increase even more, topping out at $46
billion globally.
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Three Payment Trends to Watch
Mobility or Death
It’s no secret that mobile technology is at the forefront of
every recent and up-and-coming innovation. According to
Pew Research Center, in 2015, approximately nine out of 10
Americans owned a cell phone, and they not only use their
devices for communication, but they are an essential part
of their lives, used to conduct many of the tasks that were
once relegated to a desktop computer or in-person—such
as paying their bills.
As you look ahead to potential payment technology
investments, mobile capabilities should be at the top of
your check list.
The Diverse Pool of Competition
Financial institutions are no longer just
competing with other financial institutions.
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Start-up FinTech firms and even non-payment technology
behemoths such as Facebook and Amazon are causing
disruption in the payments and lending landscape. Paypal®,
Venmo®, Digit, LendingClub, and the various crowdfunding
sources are directly competing with financial service providers
by offering consumers alternative ways to make payments,
conduct peer-to-peer transactions, and move money from
account to account across their various financial institutions.
As mentioned above, this trend is particularly popular
with Millennials.
While these companies still have a large hurdle to overcome
in gaining trust and demonstrating security, they are gaining
momentum by steadily building trust with customers—
handling transactions previously only resolved by traditional
financial institutions.
The Intersection Between Online and Mobile Banking and
Financial Education
There are a vast number of resources and personal
financial management and banking applications available
to consumers. If not through their financial institution,
there are numerous resources—some paid and some
free—that can aggregate account data to give
consumers a bird’s-eye and/or granular view of
their financial health.
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See AutoPilot Payments in action.

Click
here

to request a demo .

To get a better understanding of what consumers truly want
from their mobile application, SWBC performed hundreds of
hours of consumer interviews with more than 100 individuals
during the development of a new mobile application,
Bacon®. What we learned is that account holders are
financially savvy and there is not a one-size-fits-all approach
that can meet their wide range of needs.
Essentially, consumers want to not only be able to see basic
data about their account activity (transactions, payment
history, etc.), and to easily move money from person-toperson and account-to-account, but they also want literal
education such as pop-ups with financial terminology or
advice on how to reach short- and long-term savings goals.
Of the users we interviewed, 70% liked the idea of being able
to pay themselves automatically.
The payments industry is certainly evolving, and the
challenges financial institutions are experiencing today may
not even exist three to five years from now. Preparation
is critical, and keeping your customers’ needs—and their
experience with your payment technology—top-of-mind
is the primary way to stay ahead of the
payments curve.

22 Meeting consumer self-serve payment demands

ENGAGING WITH YOUR
DIGITAL USERS AND MEETING
CONSUMER SELF-SERVE
PAYMENT DEMAND
Keeping an open mind to new ideas, tools, and strategies is
a prime way to engage with your digital users, enhance their
experience, and meet self-serve payment demands. Bill
pay, home banking, and Remote Deposit Capture, among
other enhancements, have become table stakes for many
lenders because these are tools that technologically savvy
customers expect from their financial service providers.

When it comes to payment options, you can meet
borrower demands in three key ways:
Expand your Payment Channels
As Fintech continues to expand, financial institutions must
get ahead of the curve and expand payment channels
today. Person to person (P2P) apps are commonplace,
and consumers expect this same kind of convenience
from their financial institutions. You can stay
competitive and enhance your customers’
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experience by expanding your payment channels to include
credit, debit, ACH, online banking, mobile applications and
banking, Interactive Voice Response (IVR), and even access to
non-branch in-person payment and deposit options, such as
MoneyGram®. Through a partnership with MoneyGram, with
their more than 40,000 locations nationwide, borrowers who
make payments in cash are empowered to make their payment
at any of these convenient locations across the country.
 onduct a “User Journey” Audit
C
Anytime a consumer—whether your member or not—visits
your website, he or she is essentially taking a journey through
your digital “home.” If you find that people aren’t converting
on your website or you’re getting customer service calls with
questions that could easily be addressed on your website,
conducting an audit of what users experience when they visit
your website can help identify potential problems and help
your team prioritize realistic solutions. The goal of this exercise
should be to make adjustments that will create a hassle-free,
user-friendly experience for visitors, while still meeting security
requirements.
 artner with a Market Leader
P
Processing your borrowers’ payments and
ensuring your institution is dotting your
compliance “I’s” and crossing your
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compliance “T’s” should not be entrusted to anyone but a
market leading payments provider. The stakes are simply
too high.
When choosing the right partner to best enhance your
customers’ experience in the payments arena, look for a
partner who:
• Is experienced and can provide you with a list of reference
clients of all asset sizes
• Understands the importance of compliance and makes it
a priority
• Invests, continuously, in technology, infrastructure, and
innovation to better serve you and your customers
Building a business partnership with SWBC is a vehicle for
enhancing your customers’ experience and meeting borrower
demands. Our Payments products and services can broaden
your organization’s abilities to collect payments from a wide
range of sources and through channels that elevate the
experience of your account holders.
See AutoPilot Payments in action.

Click here

to request a demo .
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ABOUT SWBC
Headquartered in San Antonio,
SWBC is a diversified financial
services company providing
a wide range of insurance,
mortgage, and investment
solutions to financial institutions,
businesses, and individuals. With
offices across the country, SWBC
is committed to providing quality
products, outstanding service,
and customized financial solutions
in all 50 states.

Learn more about AutoPilot.
Click here to visit our website.

Follow us:
© 2017 SWBC. All rights reserved.
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